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ABSTRACT: Organisations face a wide range of cyber threats with significant operational, financial and reputational impacts.
Strengthening resilience therefore requires not only technical and organisational measures, but also clear economic justification.
Cost-Benefit Analysis (CBA) is a well-established method that compares the costs of security measures with their benefits, such
as reducing the likelihood of incidents, limiting their impact or shortening recovery times. In line with NIS2 and ISO/IEC 27001:2022
and ISO/IEC 27005:2023, CBA supports proportionate, risk-based and cost-effective security. This paper outlines the
methodology, its role in decision-making, and a practical example of its application in enhancing cyber resilience and trust.
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INTRODUCTION

Strengthening the cyber resilience of organisations has become a key challenge as they face many
different types of threats. These threats can be intentional, such as cyberattacks or misuse of access
rights, unintentional, such as human errors or misconfigurations, or caused by technical and natural
factors, including infrastructure failures, power outages, or natural disasters. Such events may result in
incidents with serious operational, financial, and reputational impacts. For this reason, effective risk
management requires not only technical and organisational measures but also clear economic
justification. One of the proven approaches is Cost—Benefit Analysis (CBA), which helps organisations
evaluate whether investments in cybersecurity and resilience are adequate compared to the expected
benefits. CBA compares the overall costs of introducing, operating, and maintaining security measures
with the benefits they bring. These benefits include reducing the likelihood of a cyber incident, limiting
its impact on the confidentiality, integrity, and availability of information, or shortening recovery time
objectives (RTO, RPO). In practice, CBA can help organisations decide whether it is more efficient to
implement multi-factor authentication, network segmentation, endpoint detection and response
(EDR/XDR), or extended user training programs.

According to the NIS2 Directive and international standards ISO/IEC 27001:2022 and ISO/IEC
27005:2023, organisations are required to implement security measures that are proportionate to risks
and cost-effective. CBA is one of the recommended methods that can support this requirement. It helps
management make informed decisions, improves transparency in budget allocation, and provides
evidence to regulators that measures follow the principle of proportionality. This paper explains the
methodology of CBA and shows its use in evaluating organisational cyber resilience. It outlines how
CBA can compare alternative security measures, identify those with the best balance of benefits and
costs, and strengthen protection against cyber threats. A practical example demonstrates how CBA can
support strategic decision-making and improve trust in the organisation among partners, customers, and
regulators.

The main aim of this paper is to present a clear and structured application of CBA as a decision-support
tool in cybersecurity, and to demonstrate its practical value in strengthening organisational cyber
resilience. The contribution of the paper lies in linking risk management obligations under the NIS2
Directive and ISO/IEC standards with an economically justified methodology for selecting proportionate
and cost-effective security measures. A practical model example illustrates how CBA can support
transparent, evidence-based decision-making.
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1. RISK ASSESSMENT AND ITS LINK TO THE RISK MANAGEMENT PLAN

Cyber risk management is a logical and systematic process of identifying, analysing, evaluating, and
treating risks with the aim of minimising negative impacts or exploiting emerging opportunities. It is not
just about methods and tools; according to Simak, it also includes the culture, processes, and
organisational structures that support the management of uncertainty and the continuous improvement
of the quality of decision-making (Simak, 2006). In a well-managed organisation, the process is
embedded in strategic, operational, and project management and is supported by policies, procedures,
and practices for communication and consultation, context determination, risk assessment, risk
treatment, monitoring, documentation, and reporting (ISO/IEC 27001:2022).

The ISO/IEC 27005:2023 standard provides a specific framework for assessing information security
risks and complements the requirements of ISO/IEC 27001:2022 for an ISMS management system. In
accordance with the NIS2 Directive, essential and important entities have an obligation to implement
appropriate and cost-effective technical, organisational and procedural measures, including proper
incident management and top management accountability (European Union, 2022). Determining the
context is a preliminary step in risk assessment, the organisation systematically evaluates external
factors (legislation, technology, market, threats) and internal factors (structure, culture, resources, I1S/IT
architecture, existing controls), defines asset protection requirements and sets risk criteria (appetite,
tolerance, consequence and probability metrics, time aspects, risk combinations). It includes the choice
of analysis method (qualitative, quantitative or combined). Risk assessment consists of three steps (ISO
31000:2018), (ISO/IEC 27001:2022):

1. Risk identification: systematic search and description of risks (threats, vulnerabilities, causes,
scenarios, affected assets).

2. Risk analysis: estimation of probability and severity of impacts on confidentiality, integrity and
availability (CIA), taking into account the effectiveness of existing controls, working with
uncertainty and input sensitivity.

3. Risk evaluation: comparison with acceptance criteria and setting priorities for treatment.

The output is a risk list, which is a direct input to the Risk Treatment Plan. This plan documents:
e risks to be treated;
e the chosen strategy (avoidance, reduction of probability/impact, sharing/transfer, acceptance);
e specific technical, organisational and procedural measures;
¢ responsibilities, deadlines, resources;
e and effectiveness metrics (e.g. incident rate, MTTD/MTTR, RTO/RPO compliance).

As the NIS2 Directive emphasises the principle of proportionality and cost-effectiveness, when selecting
security measures, organisations are expected to be able to demonstrate their proportionality — that is,
that the costs of the measures are in reasonable proportion to the risk reduction they bring. It is therefore
not enough to have a technically effective solution, but also to have an economic justification for it. CBA
thus forms a decision gateway between the risk assessment and the final design of the risk treatment
plan. Since decision-making on measures often takes place in conditions of limited resources and
multiple alternatives, it is necessary to ensure not only the technical effectiveness, but also the economic
adequacy of the solutions. This is where CBA plays a key role, allowing to quantify and compare different
risk treatment scenarios, for example whether it is more profitable to invest in technical measures (e.g.
multi-factor authentication, EDR), organisational measures (user training, policy updates) or a
combination of them. The results of CBA provide the basis for management to be able to transparently
justify that the chosen measures are not only effective, but also cost-effective and in accordance with
the principle of proportionality according to the NIS2 Directive (Figure 1).
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Figure 1 Cost—Benefit Analysis process within the security framework (Kampova, 2020)

As illustrated in Figure 1, CBA follows the risk assessment and is an input to the risk treatment plan.
The process builds on the results of the threat identification, vulnerability assessment and impact
assessment that are part of the risk analysis according to ISO/IEC 27005. CBA works with two main
inputs:
¢ Incident probability — based on the combination of threats and vulnerabilities identified in the
risk analysis and determines how often an incident is likely to occur.
e Evaluation of measures — involves assessing the proposed security measures in terms of their
effectiveness in mitigating vulnerabilities and impacts, as well as the costs of their
implementation and operation.

The output of CBA is an economically justified selection of measures that reduce risks to an acceptable
level. At the same time, it meets the proportionality principle required by the NIS2 Directive — measures
must not only be effective, but also appropriate and cost-effective.

2. COST-BENEFIT ANALYSIS

Strengthening the cyber resilience of organisations requires not only the implementation of technical
and organisational security measures but also their clear economic justification. One of the proven
methods is CBA, which makes it possible to compare the costs of implementing, operating, and
maintaining security measures with the benefits they bring - from reducing the likelihood of cyber
incidents, through limiting their impact on the confidentiality, integrity, and availability of information, to
shortening recovery times (RTO, RPO). The CBA process typically includes the following steps:

¢ Definition of the problem and identification of alternatives.

¢ Identification and categorization of costs and benefits.

e Quantification and monetization of all impacts.

e Discounting future costs and benefits.

e Calculation of indicators such as NPV, BCR, ROI, and payback period.
e Conducting a sensitivity analysis.

e Selection of the most cost-effective and proportionate measure.

In accordance with the NIS2 Directive and the ISO/IEC 27001:2022 and ISO/IEC 27005:2023 standards,
organisations are required to implement measures that are proportionate to risks while also being cost-
effective. CBA provides a methodological framework that supports this principle of proportionality,
increases transparency in budget allocation, and offers evidence for regulatory authorities. The article
describes the CBA methodology and demonstrates its use in assessing the cyber resilience of
organisations. It focuses on comparing alternative security measures, identifying those with the best
cost-benefit ratio, and showing how CBA supports strategic decision-making and strengthens the trust
of partners, customers, and regulatory authorities in the organisation (Sieber, 2004).

The fundamental principles of CBA rest on several conditions that determine its application in the
evaluation of investment projects, policies, or security measures. One of the key principles is economic
efficiency (Messonnier & Meltzer, 2002), (Boardman, 2018). CBA examines whether the proposed
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project or measure represents an effective use of available resources, based on an estimate of social
costs and benefits. Another principle is the quantification of costs and benefits. CBA makes it possible
to translate even social effects - both positive and negative - into monetary units, thereby creating an
objective basis for comparing alternative options. However, this approach also brings philosophical and
ethical dilemmas, especially when it comes to valuing incomparable goods such as human life or the
environment. Therefore, it is advisable to complement CBA with broader deliberative approaches when
making decisions about public policies or security strategies. When applying CBA, it is necessary to
distinguish between financial and economic analysis (Gunes, 2020).

e Financial analysis focuses on the actual financial costs and revenues of a project or measure.
It assesses efficiency exclusively from the perspective of the organisation—that is, whether the
investment is worthwhile in terms of cash flows, return on investment, or profitability. This
approach does not take into account broader social consequences such as external costs or
benefits. Its goal is to evaluate the financial sustainability of the project.

e Economic analysis, on the other hand, considers the overall societal effects. It includes in its
calculations not only direct costs and benefits but also indirect and external impacts—for
example, effects on employment, quality of life, reputation, or environmental factors. The focus
is not on profit, but on the socio-economic benefits for the wider environment.

In the context of cybersecurity, an example can be given:
¢ Financial analysis will evaluate the costs of implementing multi-factor authentication (MFA)
against the expected savings from preventing incidents.
e Economic analysis, however, will add a broader dimension: increased customer trust, improved
organisational reputation in the market, greater stability of critical infrastructure, or savings in
the form of reduced state expenditures for addressing the consequences of cyberattacks.

The combination of both approaches enables decision-makers to choose measures that are not only
financially effective for the organisation but also bring broader societal benefits. CBA must take into
account that individual costs and benefits occur at different stages of the project life cycle (Table 1).
Their precise identification makes it possible to determine when the budget is most heavily burdened
and when the benefits begin to materialize.

Table 1 Project life cycle phases and their characteristics (European Commission, 2014)

Project Phase Characteristics
Pre-investment phase E(I)as?snlng preparatory analyses, decision-making; includes so-called “sunk
Investment phase Implementation of the measure or project; high capital expenditures.

Regular operation of the project; generation of benefits and partial

Operational phase operating costs.

Post-operational

phase Project closure, sale or disposal of assets, evaluation of results.

The allocation of individual items to a specific phase enables a realistic assessment of the return and
effectiveness of investments. For systematic and comparable processing of CBA, the categorization of
costs and benefits is essential. This categorization increases transparency and allows for effective
comparison of project or measure alternatives.

Table 2 Criteria for categorizing costs and benefits (Sieber, 2004)

Criterion Classification

By affected entity State, enterprises, households, non-profit organisations.

By project phase Pre-investment, investment, operational, post-operational.

By nature of impact Tangible (e.g., hardware), intangible (reputation), financial.

By measurability Quantifiable, non-quantifiable.

By causality %f:;t(se).g” technology purchase), indirect (secondary effects, reputational
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3. EXAMPLE OF CBA APPLICATION IN CYBERSECURITY

In the practical application of CBA in the field of information and cybersecurity, standard financial
analysis indicators are used to quantify the effectiveness of investments (European Commission, 2014):
e NPV (Net Present Value): the net present value, which expresses the difference between
discounted benefits and costs. A positive NPV indicates that the project is economically
beneficial.
e BCR (Benefit—Cost Ratio): the ratio of benefits to costs; a value greater than 1 confirms the
efficiency of the project.
¢ ROI (Return on Investment): the return on investment, expressed as a percentage of the ratio
of net benefit to total costs.
o Payback period: the time period within which the investment is recovered through the savings
achieved.

These indicators provide a basis for the comparability of alternative measures and support transparent
decision-making. The following model example illustrates how these CBA steps can be applied in
practice. It shows the transition from risk-based justification to financial evaluation and demonstrates
how CBA supports transparent and proportionate decision-making in line with the NIS2 Directive.

A model example can be given in the public administration environment, where accounting information
systems represent critical infrastructure. The organisation is considering an investment in a security

module that includes EDR (Endpoint Detection and Response) and automated data backup.

Table 3 Decision Parameters for the Implementation of a Security Module

Parameter Value Description/Calculation

Estimated annual loss before the €250 000 System outages, manual processing, reputational
measure ’ losses

Estimated annual loss after the €50 000 Impact reduction thanks to rapid detection and
measure ’ data recovery

Investment costs €90,000 | Licenses, implementation, training

Annual savings (Benefit) €200,000 | 250,000 - 50,000

NPV (Year 1) €110,000 | 200,000 - 90,000

BCR (Year 1) 2.22 200,000 / 90,000

ROI (Year 1) 122% 110,000 / 90,000 x 100

Payback period 0.45 year | 90,000 / 200,000

The results show that the investment is economically effective (Table 3), with a short payback period
and a significant reduction in operational risks. From the perspective of the NIS2 Directive, the
organisation thus demonstrates the proportionality and cost-effectiveness of the implemented
measures. To increase the robustness of the results, it is advisable to carry out a sensitivity analysis.
Even with a +20% change in investment costs or a —20% decrease in expected savings, the BCR values
remain greater than 1 in both cases, confirming that the measures continue to be economically
justifiable.

CONCLUSION

The results of applying the CBA method in the field of information and cybersecurity highlight its
significance in several dimensions:

e Financial transparency — Quantified indicators (NPV, BCR, ROI) enable management to
effectively justify security investments to founders, shareholders, or regulatory authorities. CBA
thus contributes to the rational allocation of limited financial resources.

e Compliance and regulatory requirements — In light of the NIS2 Directive, it is necessary to
demonstrate that the implemented measures are proportionate to risks and economically
justified. CBA provides an objective framework that supports the fulfilment of legislative
obligations while minimising the risk of sanctions.
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e Strategic management and priorities — With a limited budget, it is important to prioritize
measures with higher BCR values and shorter payback periods. CBA enables the prioritization
of investments and their alignment with the strategic goals of the organisation.

e Strengthening resilience and trust — Investments supported by CBA not only reduce the
likelihood of incidents but also strengthen the trust of partners, customers, and regulatory
authorities. Transparent economic justification contributes to building reputation and long-term
organisational stability.

e Support for continuous improvement — The implementation of security measures is not a one-
off process. CBA can be repeatedly used to monitor the effectiveness of measures and to guide
decisions on their adjustment or modernization.

A significant implication for practice is that CBA links the technical and economic aspects of security.
While technical measures are essential for risk reduction, economic rationality ensures that the
organisation can maintain its security framework in the long term. This synergy is key to effective risk
management in an environment of increasing digitalization and interconnected systems.

CBA is a useful and transparent method, but its results are influenced by several limitations. Estimates
of incident probabilities may be inaccurate due to limited or low-quality data. It is also difficult to precisely
quantify some intangible impacts, such as reputational damage or loss of trust. In addition, part of the
benefits of security measures may appear only over a longer period, which complicates their exact
evaluation.

Future research should focus on more accurate methods for estimating probabilities (e.g., using
Bayesian approaches), on developing economic benchmarks for different NIS2 sectors, and on
combining CBA with other decision-making methods. Another promising area is the application of CBA
across various sectors of critical infrastructure to better assess the proportionality and long-term benefits
of security measures.
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